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Installation

1) Plugin installation

2) Add Suprema Plugin
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Plugin Installation

1. Run the setup program with admin authority

(o] setup.exe

"8 supremaGenetecintegrationSetupV2.msi

2. Click Next

i |

Welcome to the Suprema Genetec Integration Setup LA
Wizard T4

The instaler will guide you hirowgh the steps equired [ install Suprema Genelec Inbegratban on your
COemip e,

WARNING: Thes compuler program is prosectad by copymight law and imternasonal reaies,
Unautharized duplication or distribution of fis program, of any partion of i, ey resull n sevens chal
or criminal penaties. and will be prosacuted to the maximum axtant possible under the: lewy

¢ Back featt ¥ Cancel
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3. Set a path and click

=B Suprema Genetec Integrat

Select Installation Folder A

The instablar will install Suprema Genstec tegration to the following folder.

To install inthis folder, click "Hext®. Toinstall io a diferent folder. enter it below or olick "*Browse".

Enldar:

llC.‘l.F"rngrum Files\Suprema IncSuprema Genetac Inbegration), Browse. .

Dk Cost

Install Suprema Genetec Integration for yourself, or for anyone who uses this computer:

O Everyone
) Just me
< Back Pt » Cancel
4. Click Next
B Suprema Genetec Inks
Confirm Installation [

Thi installer i ready 1o inslall Suprema Genetec Imegralion on your eamgubes

Chck: “Mest™ 1o stan the inslallaion,

¢ Back et » Cancel
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5. Starts installation
D _

Installing Suprema Genelec Integration

Buprerma Genetac Intsgration iz being ingtalled

Sense wai

6. Press any key to continue
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7. Click Close
B

Installation Complete

Suprama Ganetac Inegrafon has bean succasshully instalied

Chek "Close” 1o el

Flease use Windows Update o check for amy critical updedes o the MET Framework

Close

Add Suprema Plugin

1. Run Genetec Config Tool

- D
2)

T mt—
o — -

2. Go to Plugin

3. Click Add an entity from the bottom

== Add an entity €% Maintenance ~

N
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4. Select Extractor Plugin

# Config Tool ; *  System ;,\ E Area view } % Cardholder... 7 X Plugins g Suprema Plu... > s Credential...

[ *  DESKTOP-8AACPOS

r Y

P Creating a role: Plugin E

Suprema Device Plugin §
Select plugin type: Sipelia™ Mobile

P,
I Suprema Extractor Plugin I

KiwiVision™ Analyzer

Suprema Extractor Plugin Specific info

Certificate Signing
Sipelia™
Genetec Clearance™

Suprema Device Plugin

5. Set Extractor plugin and click next

Fill in the fallowing felds. The entity descrniptaon is sptional

Entity name: IE»uprerna Extractor Plugin I

Entity description: | Suprema Extractor Plugin is a template manager module to manage
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6. Click Create

Verify that the information below is correct. Use the Back button to go back and make
COMmecins

4 Role
Partition: SUINMAIN

Role: Suprema Extractor Plugin
Genetec™ Server: DESKTOP-TPSO92F
Plugin type: Suprema Extractor Plugin

7. Click close

The operation was successful
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8. Click Add an entity from bottom

= Add an entity €» Maintenance

9. Select Suprema Device Plugin and click Next

Creating a role: Plugin

MT‘ Select plugin type: Sipelia™ Mobile
KiwiVision™ Manager
Suprema Extractor Plugin
KiwiVision™ Analyzer
Certificate Signing
Sipelia™
Genetec Clearance™

Suprema Device Plugin

Database server: | (local\SQLEXPRESS

| SupremaDevicePlugin

Cancel

10. Set entity name and click next

Creating a role: Plugin

Entity name: Fuprema Device Plugin

Basic information Entity description: | Suprema Device Plugin is a core module to manage Device and GSC

Partition: | 4% DESKTOP-BAAOPOS - @

Cancel
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11. Click Create

Creating a role: Plugin

orrect. Use the Ba ck and make

Summary Genetec™ Server: DESKTOP-8AAOQPOS
Database server: (local\SQLEXPRESS

Database: SupremaDevicePlugin

Role: Suprema Device Plugin
Entity description: Suprema Device Plugin is a core module to manage Device anc
Partition: DESKTOP-8AADPOS

Plugin type: Suprema Device Plugin

12. Click Close

Creating a role: Plugin

.
Entity creation outcome

The operation was successful
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System management

1) Device registration

3) Door configuration
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System configuration
Prerequisites

1. Activate RIO protocol for Synergis Cloud link or Softwire
- https://[IP address for cloudlink]//Features/DuiRIO/Enabled/Set?value=true
2. Factory reset
- Need to factory reset devices before connecting it to Suprema Plugin
3. Network setting
- Need to set network according to site policy
- Can skip Network setting if you use DHCP
4. User ID type setting
- Need to set User ID type as Alphanumeric before connecting devices to

Suprema Plugin

Device registration

1. Click Suprema Device Plugin

# Config Tool *  System % Cardholder...

= o+ Suprema Device Plugin

Add Device Manually | Manage Devices

¥ = Suprema Extractor Plugin

Device ID

surremo


https://server/

2. Go to Device Management tab

Identity | Device Management | Global Settings  Device Sync Information  Resources

3. Click Search Device button. Then all devices within same network will appear
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Assign device to Cloud link

1. Go to Config Tool _ Access Control _ Suprema device management tab

& Config Tool

W Rolesandunit L Cardholders sed credentish. [

v

Bemcrer Al 3 Remcwe Selocted

Selert Remave

& Confi Teol

W Roles andunits L ¢

crer A 3 Remewe Selorted

3. Click View device to add button

iy Conlfig Toal

W Roles sndunit: L

surremo



4. Select devices to assign to cloud link

Assign All | | Assign Selected Close

belect Assign Device ID Device Model Device IP Device Port

5. Click Assign selected or Assign All to assign all devices to cloud link

Assign All| | Assign Selected Close

belect Assign Dewvice ID Device Model Device IP Device Port

Door configuration

1. Go to Config Tool _ Area view _ Door _ Hardware

" B Areaview “_ Cardholder... ", Plugins / & Suprema Plu... )

4 ™ DESKTOP-8AAOPOS

» = Suprema Device Plugin
Preferred unit: | Unassigned

< Test_Upgrade_660 Preferred interface:

Door side In /

Reader: ' Unassigned
Request to exit: | Unassigned

Entry sensor: | Unassigned

Camera: + Associate a camera...
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2. Assign Suprema devices to reader / REX / Lock

& Config Tool *  System ; Area view " % Cardholder.. Plugins & Suprema Plu...

i El Test_ Upgrade_660

™ ?
4 ® DESKTOP-8AAQPOS

Suprema Device Plugin
Preferred unit: DESKTOP-8AAQPOS

Preferred interface: | Unassigned

Door side In

Reader: B External SupremaDevice 07112024122416 - Devicelnterface 538151660 - R1 (DESKTO - X

Y9 x

Reque: 3 -
4 ® DESKTOP-B8AAOQPOS

Entry sensor: 4 . Access Manager

DESKTOP-8AAOPQOS

Suprema Inc. - BioStation 3 (SupremaDevice 071 122416 - Devicelnterface

Door side Qut /* X - - =
prema Inc. - BioStation 3 (SupremaDevice_071 122416 - Devicelnterface

Reader:
Request

Entry sensor:

Additional connections

Door lo @ External SupremaDevice_07112024122416 - Devicelnterface_338151660 - O1 (DESKTC

Door sensor External SupremaDevice_07112024122416 - Devicelnterface_538151660 - 12 {(DESKTCF

+ Add connection_..
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Cardholder Management

1) Card enrollment

2) Face enrollment

3) Finger enrollment
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Card enrollment

1. Go to Config Tool _ Cardholder management

2. Click New button from the bottom

First name: Last name:

R Identity Access rules

Last access: Unknown

Status
older group: | “£ Shift_1

Email address:
Deactivate
Mobile phone number:
Activation: 11/22/2024 10:10:29 AM
BiometricsTimestamp: | 01 /01 /0001 09:00:00 AM ~
Expiration: Never

Supremald: |0 =

Credential

3. Enter First name and Last name

First name: Last name:

A Identity B Access rules

Last access: Unknown

Cardholder group: | *£ Shift_1

Email address:

Status: Deactivate
Mobile phone number:
Activation: 11/20/2024 %:04:33 PM —_—
BiometricsTimestamp: 0001 09:00:00AM -
Expiration: |Newer -

Supremald:

Credential

Automatic entry

Manual entry

Existing credential
PIN

License plates
Request card
Mabile credential

Paper credential (print)

4. Click Add a credentials and select Automatic entry
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First name: Last name:

=] Identity Access rules

Last access: Unknown

Cardholder group: | *£ Shift_1

Email addr
Status: Deactivate
Maobile phone number: |
Activation: 11,/22/2024 10:14:06 AM

BiometricsTimestamp: |0‘| 01/0001 09:00: 00 AM v|

Expiration: |Never
Supremald: | :|

Credential

Access poin E| Test_ Upgrade_660

5. Select a Door to which the Suprema device is assigned as the reader

6. Swipe card to the Suprema reader

First name: Last name:

@ Identity Access rules

Last access: Unknown

Cardhelder group: | *& Shift_1

Email addres |
Status: Deactivate
Maobile phone number: |
Activation: 11/22/2024 10:14:06 AM =
BiometricsTimestamp: |01 01/0001 09:00:00 AM v|
Expiration: |Never -
3

Supremald: |0 -

Credential

Edit

Assign temperary card

D e

7. Card is automatically enrolled as credential
SURPremo



Face enrollment

1. Enroll from device

First name: Last name:

g
[A Identity Access rules

Last access: Unknown

Cardholder group: | Unassigned
T Creation date: -
Email address:

Status: Deactivate

Mobile phone number: |
Activation: 2024-11-04 2= 5:28:48

Supremald: |0 =
Expiration: |Never

Edit
Assign temporary card

T oo
)
Ry

% Suprema Enrolment \ ‘ Close ’ ‘ Save ‘ ‘Save and close

1) Click Suprema Enrolment button from Cardholder

Fingerprint Face-Scan \User Privilege

2) Click Face Scan

surremo



-2 Enroll Face X

Face Pose Variation

Enroll Face

4  +Add ‘

Use Genetec Photo

Cancel

3) Select Suprema face authentication device to scan face
4) Click Add to create face template

5) Click Scan

6) Scan face from the device

7) Click Enroll button

* When enrolling a face, maintain a distance of 60-100 cm between the device and the face.
* Make sure that your expression does not change.

* Do not wear a mask, hat, sunglasses, or eye patches.

* Do not raise head up or lower head.

* Do not wear thick makeup.

* Do not close your eyes.

* Make sure that both of your shoulders correctly appear on the screen.

* Do not use a corrected picture.

* Stand still and enroll your face by staring at the screen.

* Be careful not to display two faces on the screen. Make sure to enroll one face at atime.
* Do not enroll your face in dark places.

(v) (3
~ ~
[
4
Image size | Upto 10 MB Supported format | JPG, JPEG or PNG only
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Face enrollment

1. Enroll face template with Genetec Profile image

First name: Last name:

g
[A Identity Access rules

Last access: Unknown

Cardholder group: | Unassigned
T Creation date: -
Email address:

Status: Deactivate =
Mobile phone number:

Activation: 2024-11-04 2% 5:28:48 -
Supremald: |0 =
Expiration: |Never

Advanced

Edit
Assign temporary card

T oo
)
Ry

% Suprema Enrolment \ ‘ Close ’ ‘ Save ‘ ‘Save and close

1) Click Suprema Enrolment button from Cardholder

Fingerprint Face-Scan \User Privilege

2) Click Face Scan
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-2 Enroll Face X

Face Pose Variation

Enroll Face

5 Use Genetec Photo

Cancel

3) Select Suprema face authentication device to scan face
4) Click Add to create face template

5) Check Use Genetec Photo

6) Profile image is automatically uploaded

7) Suprema device extract face template from the image
8) Click Enroll button

When enrolling a face, maintain a distance of 60-100 cm between the device and the face.
Make sure that your expression does not change.

Do not wear a mask, hat, sunglasses, or eye patches.

Do not raise head up or lower head.

Do not wear thick makeup.

Do not close your eyes.

Make sure that both of your shoulders correctly appear on the screen.

Do not use a corrected picture.

Stand still and enroll your face by staring at the screen.

Be careful not to display two faces on the screen. Make sure to enroll one face at a time.
Do not enroll your face in dark places.

(V)

- Ho Q QG QQ QO

Image size | Upto 10 MB Supported format | JPG, J PEG or PNG only
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How to search cardholders
who have face template

System Area view %= Cardholder... Plugins 1 Suprema Plu... sk Credential..

Advanced search S @

Activation date
First name Last name Picture Cardholder status Cardhalder groups

Expirathon date ¢
Chris Jung Profile enabled Mew cardhalder...
Creation date [

Stakus o E Profile enabled Shift_1
Unisd cardhabders
Farst name

Last name

Emad addiess

Mobile phomne numbser
Description
Cardbolder groups
Picture

Partition

Credential

Credential name

estamp: @ Specific range

o+

&3
: | 06701/ 2023 *

[x]
x| 11/22/2024 =

Add entenon

BiometricsTimestamp

Credential status

Supremald

Search

1) Click Advanced search in cardholder management page
2) Click Custom fields
3) Select Biometrics Timestamp
4) Select specific range and set period to search
ex> From: Installation date of plugin installation / To: Today)
5) Click Search button
8) All cardholders who have face templates appear

surremo



Thank You
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